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Abstract. The purpose of this article is to discuss the challenges faced by small and medium-sized
enterprises in the process of digital transformation and to propose appropriate countermeasures.In
terms of challenges, the first is the replacement of technology and equipment, Small and Medium-
sized Enterprises need to meet the market demand for timely updating of technology and equipment.
Secondly, financial and cost constraints are also an important factor, and Small and Medium-sized
Enterprises usually face the problem of limited resources. In addition, organisational and cultural
change is also a challenge, and companies need to adapt to new ways of working and cultural
atmosphere. Finally, the lack of digital talent is also a constraint, and Small and Medium-sized
Enterprises need to find experienced professionals. To cope with these challenges, this study
proposes corresponding countermeasures. Firstly, Small and Medium-sized Enterprises should
formulate a digital development strategy with clear objectives and steps. Secondly, they should
strengthen their technological capabilities by developing internal technical teams and cooperating
with external organisations. In addition, optimise resource allocation and focus resources on the
most critical aspects of the digital transformation process. Finally, cultivate digital talents, the lack of
which can be addressed through training and recruitment. In conclusion, by adopting these
countermeasures, Small and Medium-sized Enterprises can better cope with the challenges in the
process of digital transformation and achieve sustainable development.
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1. Challenges of Digital Transformation in Small and Medium-sized Enterprises

1.1. Technology and Equipment Upgrading

The renewal of technology and equipment is an important challenge in the digital transformation of
Small and Medium-sized Enterprises. With the continuous progress of science and technology and
the intensification of competition in the market, the existing technology and equipment can easily
become outdated and backward. If enterprises fail to follow up and adapt to the replacement of new
technologies and equipment in time, they will face various problems and dilemmas.

Firstly, the renewal of technology and equipment will bring huge cost pressure to enterprises. The
introduction of new technology and the purchase of new equipment often require a large capital
investment, which can be a very large burden for Small and Medium-sized Enterprises. Enterprises
need to consider the return on investment cycle and the availability of capital, as well as whether the
new technology and equipment can bring higher benefits and competitiveness to the enterprise.

Secondly, the upgrading of technology and equipment also requires enterprises to strengthen the
training and capacity building of their technical staff. With the continuous emergence of new
technologies, enterprises need to have sufficient technical personnel to conduct research and
application of the technologies. However, Small and Medium-sized Enterprises are often faced with
a shortage of talent and the dilemma of training. Cultivating and attracting high-calibre technical
talent is crucial to the digital transformation of enterprises.

In addition, the replacement of technology and equipment may also cause adjustments and changes
in organisational structure and workflow. The introduction of new technologies and equipment may
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change the organisational structure and working methods within an enterprise, requiring it to make
adjustments and changes accordingly. This will involve retraining and adapting employees to new
ways of working, as well as redesigning and optimising internal processes.

There are a number of countermeasures that Small and Medium-sized Enterprises can take to address
the challenges posed by the replacement of technology and equipment. Firstly, enterprises need to
formulate a clear digital development strategy, specify their technology and equipment renewal plans,
and rationalise their capital budgets. Secondly, enterprises can strengthen their technical capacity
building and enhance their technical level through training and introduction of professionals. At the
same time, the optimisation of resource allocation is also an important measure to cope with the
renewal of technology and equipment, and enterprises need to reasonably allocate and use technology
and equipment resources according to the actual demand and budget. Finally, enterprises also need
to increase the cultivation of digital talents, through a variety of ways to cultivate and introduce talents
to improve the enterprise's digital transformation capabilities.

In summary, the renewal of technology and equipment is an important challenge in the digital
transformation of Small and Medium-sized Enterprises. Enterprises need to recognise the existence
of this challenge and take corresponding countermeasures to deal with it. Only by formulating
strategies, strengthening technical capacity building, optimising resource allocation and cultivating
digital talents can Small and Medium-sized Enterprises better cope with the replacement of
technology and equipment and achieve the goal of digital transformation[1].

1.2. Financial and Cost Constraints

Small and Medium-sized Enterprises face constraints from funding and costs when undertaking
digital transformation. These constraints may hamper a business's ability to implement a digital
strategy, and countermeasures are needed to address these challenges.

Firstly, Small and Medium-sized Enterprises need to make an assessment of available funding before
embarking on digital transformation[2]. This includes determining the amount of funds available and
the proportion of funds to be allocated to digital transformation projects. Since Small and Medium-
sized Enterprises have relatively limited funds, it is important to plan and allocate them precisely.
Enterprises can prioritise their digital transformation as well as feasible funding investments based
on their actual situation.

Second, Small and Medium-sized Enterprises need to find ways to reduce costs. Traditional digital
transformation projects often require large investments, such as purchasing new equipment and
technology systems. However, some Small and Medium-sized Enterprises may not have sufficient
funds to make these investments. Therefore, companies can consider cloud computing and
collaborative outsourcing to reduce costs. Cloud computing can reduce hardware and software
purchase costs and provide efficient data storage and processing capabilities. Collaborative
outsourcing can hand over a portion of the digital transformation project to a specialised external
service provider, which can reduce in-house investment in staff and equipment.

At the same time, Small and Medium-sized Enterprises can look for financial support. The
government and other organisations offer a number of financial support schemes designed to help
Small and Medium-sized Enterprises with digital transformation. Enterprises can fully understand
these schemes, assess whether they are eligible for the relevant conditions and apply for the relevant
financial support.

In addition, Small and Medium-sized Enterprises can address their financial and cost constraints
through rational resource allocation. Enterprises can optimise the use of existing resources to avoid
duplication of inputs and improve efficiency. For example, enterprises can upgrade the digital skills
of their existing employees by training them to be more efficient and capable. By making rational use
of existing human resources, enterprises can reduce additional staff recruitment and training costs.
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In summary, Small and Medium-sized Enterprises face financial and cost constraints in the process
of digital transformation. However, through sound capital planning, finding ways to reduce costs,
seeking financial support and optimising resource allocation, enterprises can overcome these
challenges and successfully carry out digital transformation. Most importantly, enterprises need to
formulate suitable countermeasures according to their actual situation to ensure the feasibility and
successful implementation of digital transformation[3].

1.3. Organization and Cultural Change

Organization and cultural change is an important challenge in the digital transformation process of
Small and Medium-sized Enterprises. This is because digital transformation not only involves the
replacement of technology and equipment, capital and cost constraints, and the lack of digital talent,
but also requires enterprises to carry out comprehensive reforms and changes in organisational
structure, business processes and corporate culture.

In the process of digital transformation, changes in organisational structure are indispensable.
Traditional Small and Medium-sized Enterprises usually adopt the traditional system of functional
departments and division of labour, which faces many problems in the digital era. For example, the
traditional division of departments may lead to the phenomenon of information silos, hindering the
flow and sharing of information. In addition, digital transformation requires companies to have the
ability to make quick decisions and respond flexibly, and the traditional hierarchical organisational
structure may limit this ability. Therefore, Small and Medium-sized Enterprises need to rethink their
organisational structure, strengthen cross-departmental cooperation and coordination, and build a
more flexible and agile organisational structure.

In addition to organisational changes, Small and Medium-sized Enterprises also need to improve and
optimise their business processes. Digital transformation can bring about more efficient and accurate
business processes. With automation and intelligent tools, Small and Medium-sized Enterprises can
improve efficiency, reduce labour costs and better meet market demands. However, to achieve this,
companies need to analyse and optimise their existing business processes in depth and make full use
of digital technologies and tools to improve the efficiency and quality of their business processes.

Corporate culture is also an area that needs attention and change during digital transformation[4]. The
culture of traditional Small and Medium-sized Enterprises tends to be conservative and stable, with
a wait-and-see attitude towards new technologies and changes. However, in the digital era, companies
need to have a spirit of innovation and change, encourage employees to actively learn and embrace
new technologies, and promote teamwork and knowledge sharing. Therefore, Small and Medium-
sized Enterprises need to create a positive corporate culture through training and education to
stimulate employees' innovative potential and drive organisational change.

In the process of organisational and cultural change, Small and Medium-sized Enterprises can take
the following countermeasures.

First, strengthen leadership support and promotion. The leadership needs to actively participate in the
process of digital transformation, set an example, advocate the importance of change, and provide
sufficient resources and support.

Second, establish incentives to encourage employees to actively participate in digital transformation.
Motivate employees to actively participate in and drive change by setting up a reward system and
providing training and development opportunities.

In addition, companies can work with external consulting organisations and draw on their expertise
and experience to provide guidance and support. External experts can help Small and Medium-sized
Enterprises develop a digital transformation programme that suits their situation and provide specific
implementation advice.

In addition, Small and Medium-sized Enterprises can actively introduce advanced digital
technologies and tools to facilitate organisational and cultural change. For example, by introducing
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technologies such as cloud computing, big data analytics and artificial intelligence, Small and
Medium-sized Enterprises can achieve data sharing and business intelligence, further promoting
organisational change.

In conclusion, organisational and cultural change in the digital transformation of Small and Medium-
sized Enterprises is an important challenge. By enhancing organisational restructuring and
optimisation, improving business processes and shaping a positive and innovative corporate culture,
Small and Medium-sized Enterprises can gradually overcome this challenge and achieve the goal of
digital transformation.

1.4. Lack of Digital Talent

Lack of digital talent is a common challenge in the process of digital transformation in Small and
Medium-sized Enterprises[5]. The lack of digital talent brings a series of problems and difficulties to
the digital transformation of Small and Medium-sized Enterprises. This chapter will analyse the
reasons for the lack of digital talent faced by Small and Medium-sized Enterprises in digital
transformation and propose countermeasures to address the problem.

Complexity of digital technology.With the continuous development and innovation of information
technology, Small and Medium-sized Enterprises need to cope with the complex technological
challenges of moving forward in the process of digital transformation. For example, advanced
technologies such as cloud computing, big data analytics, and artificial intelligence play an important
role in digital transformation, yet these technologies are often unfamiliar and complex for Small and
Medium-sized Enterprises. Due to the lack of digital talent, Small and Medium-sized Enterprises can
face great difficulties in technology selection, technology implementation and technology
maintenance.

Inadequate education and training[6].Small and Medium-sized Enterprises also face the problem of
insufficient education and training in the process of digital transformation. Compared to large
enterprises, Small and Medium-sized Enterprises may not have sufficient resources to conduct
relevant training and education before digital transformation. This leads to a relatively low level of
competence and skills among SME employees in digital transformation, making it difficult for them
to meet the requirements of digitalisation work.

Lack of industry experience and expertise.Digital transformation is not just a technological shift, but
also requires an in-depth understanding of an organisation's business and industry. However, Small
and Medium-sized Enterprises often lack industry experience and expertise. They may not have
sufficient understanding of the market demand, competitive environment, and future trends in their
industry. The lack of such industry experience and expertise makes it difficult for Small and Medium-
sized Enterprises to develop a digital strategy in digital transformation that matches their business
realities[7].

The following are some suggested countermeasures to the lack of digital talent in Small and Medium-
sized Enterprises' digital transformation.

Enhance internal training.Small and Medium-sized Enterprises can enhance the digital competence
and skills of their employees by strengthening internal training. This can include training courses
within the organisation, external training seminars, online learning resources, etc. By providing rich
training opportunities, Small and Medium-sized Enterprises can help their employees understand and
master the application of digital tools and technologies.

Establishing co-operative relationships.Small and Medium-sized Enterprises can establish
partnerships with professional organisations, tertiary institutions, etc. to share talent resources and
expertise. By partnering with professional organisations, Small and Medium-sized Enterprises can
obtain professional advice and guidance to help them plan and implement digital transformation. Co-
operation with tertiary institutions can attract high-quality students and excellent research talents,

28



provide internship and employment opportunities, and at the same time provide practical
opportunities for students.

External recruitment and talent attraction.Small and Medium-sized Enterprises can attract talent with
a digital background and expertise by increasing investment in external recruitment. In addition,
enterprises can also attract and retain digital talents by providing competitive salary packages, a good
working environment and development opportunities.

Establish reasonable talent incentive mechanism.Small and Medium-sized Enterprises can stimulate
the creativity and enthusiasm of digital talents by establishing a reasonable talent incentive
mechanism. For example, by providing promotion opportunities, equity incentives, performance
bonuses, etc. to motivate digital talent.

The lack of digital talent in Small and Medium-sized Enterprises in digital transformation is an urgent
problem. Through countermeasures such as strengthening internal training, establishing cooperative
relationships, external recruitment and talent attraction, and establishing a reasonable talent incentive
mechanism, Small and Medium-sized Enterprises can better solve the problem of lack of digital talent
and smoothly promote the process of digital transformation.

2. Countermeasures for Digital Transformation of Small and Medium-sized Enterprises

2.1. Formulating a Digital Development Strategy

Small and Medium-sized Enterprises face various challenges in the process of digital transformation,
and one of the important challenges is to formulate a digital development strategy suitable for the
development of the enterprise. A digital development strategy refers to the long-term development
goals and corresponding action plans determined by an enterprise in the process of digital
transformation. Formulating a digital development strategy can help Small and Medium-sized
Enterprises better cope with the various challenges in digital transformation and improve their
competitiveness and innovation.

When formulating a digital development strategy, Small and Medium-sized Enterprises need to
consider the following aspects:

Determine the goals of digital transformation. Small and Medium-sized Enterprises need to be clear
about what their goals for digital transformation are, whether it is to improve productivity, optimise
supply chain management or explore new markets. Only after determining the goal can the company
target digital transformation and formulate an appropriate development strategy.

Analyse the internal and external environment. Before formulating a digital development strategy,
Small and Medium-sized Enterprises need to fully analyse the internal and external environment.
This includes factors such as industry competitive dynamics, technology trends, and consumer
demand. Through a comprehensive understanding of the environment, companies can better grasp
the opportunities and risks of digital transformation and formulate a development strategy that is more
in line with the actual situation.

Develop a clear action plan. After formulating a digital development strategy, Small and Medium-
sized Enterprises need to specifically formulate an action plan, clarifying the objectives and resources
required for each stage, as well as the steps and timeline for implementation. The action plan can help
companies implement the various tasks of digital transformation and ensure the effective
implementation of the digital development strategy.

Build digital capabilities and culture. The implementation of the digital development strategy requires
Small and Medium-sized Enterprises to have the appropriate digital capabilities and culture.
Enterprises need to enhance their digital capabilities by strengthening the training of technical staff
and introducing advanced digital technologies and tools. At the same time, enterprises also need to
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establish a positive digital culture to encourage employees to actively participate in digital
transformation and drive organisational change.

Continuous monitoring and evaluation. The implementation of the digital development strategy is an
ongoing process, and Small and Medium-sized Enterprises need to continuously monitor and assess
the progress of digital transformation and make timely adjustments to their strategies and action plans.
Only by being sensitive at all times and making timely adjustments can we ensure the smooth progress
of digital transformation.

In conclusion, formulating a digital development strategy is an important step for Small and Medium-
sized Enterprises in the digital transformation process. By clarifying objectives, analysing the
environment, formulating an action plan, and building capabilities and culture, Small and Medium-
sized Enterprises can comprehensively improve their digitalisation, meet challenges, and achieve
better development in the digital era[8].

2.2. Strengthening Technical Capacity Building

Small and Medium-sized Enterprises face a variety of technological challenges in the process of
digital transformation. In order to cope with these challenges, Small and Medium-sized Enterprises
need to strengthen their technical capacity building and take corresponding countermeasures.

Firstly, Small and Medium-sized Enterprises can enhance the technological capabilities of their
employees through training and education. Training can include training for the use of digital tools
and platforms, as well as relevant technical knowledge and skills. Through training, employees can
learn how to effectively use digital tools and platforms to improve business process efficiency and
reduce errors and time wastage. In addition, training can help employees adapt to the new
technological environment and enhance their digital thinking and innovation skills.

Second, Small and Medium-sized Enterprises can work with technology experts or consultants to
provide professional technical support and guidance. Technology experts can help enterprises assess
their technology needs and existing technology status, and design and implement applicable
technology solutions for them. By working with technology experts, Small and Medium-sized
Enterprises can make full use of their existing technology resources to ensure the smooth
implementation of digital transformation.

In addition, Small and Medium-sized Enterprises can actively participate in intra-industry co-
operation and exchange activities to strengthen their technological capabilities. Through exchanges
and co-operation with other enterprises, Small and Medium-sized Enterprises can draw on and learn
from the successful experiences of other enterprises, identify and solve technical problems, and find
technical solutions that suit them. Intra-industry cooperation and exchanges can also promote
technological innovation and sharing of resources, and improve the digitisation level of the whole
industry.

In addition, Small and Medium-sized Enterprises can establish co-operation with tertiary institutions
and research organisations to promote technological capacity building. Small and Medium-sized
Enterprises can invite experts from schools and research institutes to provide technical advice and
guidance, and collaborate with research institutes on research projects to explore best practices and
solutions for digital transformation. Through co-operation with universities and research institutes,
Small and Medium-sized Enterprises can obtain cutting-edge technological information and resource
support to improve their technological innovation capability and competitiveness.

In conclusion, Small and Medium-sized Enterprises face challenges in terms of technological
capabilities in the process of digital transformation. To cope with these challenges, Small and
Medium-sized Enterprises need to strengthen their technological capabilities. Small and Medium-
sized Enterprises can upgrade the technological capabilities of their employees through training and
education, work with technologists for professional support, participate in intra-industry co-operation
and exchange activities, as well as establish partnerships with tertiary institutions and research
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institutes. These countermeasures will help Small and Medium-sized Enterprises make the best use
of digital technologies to drive digital transformation and improve competitiveness[9].

2.3. Optimising Resource Allocation

Optimising resource allocation is an important challenge and countermeasure for Small and Medium-
sized Enterprises in the process of digital transformation. Resources are the various elements needed
for enterprises to carry out production and business activities, including capital, manpower, materials,
technology and so on. In digital transformation, optimising resource allocation can help enterprises
make more effective use of limited resources, reduce costs, improve efficiency and enhance
competitiveness.

In the process of optimising resource allocation, Small and Medium-sized Enterprises can adopt the
following strategies.

Resource assessment and allocation. Small and Medium-sized Enterprises should conduct a
comprehensive assessment of existing resources to understand the status and utilisation efficiency of
individual resources. Based on the assessment results, resources should be allocated appropriately so
that they can support the needs of digital transformation to the greatest extent possible. For example,
more resources can be invested in technology R&D and equipment upgrading to enhance the
technological strength of digital transformation.

Co-operation and sharing. Small and Medium-sized Enterprises can optimise the allocation of
resources by collaborating and sharing resources with other enterprises. Co-operation can lead to
more resource support and technological innovation, as well as the ability to share some of the costs
and risks. Enterprises can establish cooperative relationships with suppliers, partners, industry
associations, etc., to jointly promote the optimal allocation of resources for digital transformation.

Bring in external resources. Small and Medium-sized Enterprises may face a shortage of funds in
digital transformation. At this time, enterprises can seek external financial support, for example,
through financing, equity investment, and government financial support. The introduction of external
resources can provide more financial support and help enterprises achieve the optimal allocation of
resources required for digital transformation.

Informatisation management. Through the introduction of information management systems, Small
and Medium-sized Enterprises can better manage and utilise resources. The information management
system can help enterprises monitor and grasp the use of resources in real time, and make timely
adjustments and optimisation. At the same time, the information management system can also provide
data analysis and decision-making support to help enterprises more scientific resource allocation.

Human resource optimisation. Small and Medium-sized Enterprises may face a lack of digital talent
in digital transformation. Therefore, enterprises need to strengthen the optimal allocation of human
resources and enhance their digital transformation capabilities by training and introducing digital
talents. Training programmes, talent introduction and incentive mechanisms can help enterprises
attract and retain digital talents and improve the effectiveness of digital transformation.

In summary, by optimising resource allocation, Small and Medium-sized Enterprises can better meet
the challenges of digital transformation and achieve sustained innovation and competitive advantage.
Optimising resource allocation can not only improve the productivity and product quality of an
enterprise, but also reduce costs and enhance its market competitiveness. Therefore, Small and
Medium-sized Enterprises should pay attention to the importance of optimal resource allocation when
carrying out digital transformation and take effective countermeasures to achieve it.

2.4. Cultivate Digital Talents

The success of digital transformation of Small and Medium-sized Enterprises is often related to the
digital talents they possess. In the process of digital transformation, Small and Medium-sized
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Enterprises often face the challenge of a lack of digital talent. This section looks at how to develop
and attract digital talent to meet this challenge.

Developing the digital competence of internal employees[10]. Developing the digital competence of
internal employees is an important strategy in Small and Medium-sized Enterprises. By providing
training courses and training resources, companies can help their employees learn and master the use
of digital technologies and tools. In addition, companies can establish an internal digital team,
consisting of employees with digital expertise and skills, to drive the implementation and oversight
of digital transformation. To ensure that training is effective, companies can draw on the knowledge
and experience of external experts. Experts and consultants working with the digital sector can
provide training and guidance tailored to the specific needs of the business, helping employees to
better meet the challenges of digital transformation.

Attract external digital talent. In addition to internal development, the talent challenges of digital
transformation in Small and Medium-sized Enterprises can be addressed by attracting external digital
talent. Companies can attract talent with digital expertise and experience to join them through
recruitment, partnerships or contract labour. These professionals can provide enterprises with a deep
understanding and guidance on digital transformation and drive them to achieve better results in
digital transformation. Enterprises should actively seek professional digital talents, such as digital
market experts, data analysts, and information technology experts. Enterprises with these
professionals can better cope with the technical difficulties and challenges in the process of digital
transformation.

Strengthen cooperation with universities and research institutes. In order to cultivate digital talents,
Small and Medium-sized Enterprises can establish partnerships with universities and research
institutes. By collaborating with these institutions, businesses can gain access to expertise and
resource support from academia. Collaborations include joint digital projects with universities, digital
internship programmes, and providing real-world examples for students to learn from. By partnering
with universities and research organisations, businesses can engage students and researchers in digital
transformation projects, thereby providing hands-on opportunities and sharing the latest digital
technologies and trends. Such partnerships can provide a continuous digital talent pipeline for Small
and Medium-sized Enterprises, as well as practical and research opportunities for students and
researchers.

Establish a favourable learning and innovation environment. In order to develop digital talent, Small
and Medium-sized Enterprises should endeavour to create a good learning and innovation
environment. This can be achieved by establishing in-house innovation labs or digital practice centres.
These labs and centres can provide a place for employees to experiment and practice, encouraging
them to try out new digital tools and technologies. In addition, organisations can encourage
employees to participate in external digital innovation events and competitions. These events can
provide opportunities to communicate with and learn from other digital talents, stimulating
employees' innovative thinking and digital competence.

3. Conclusion

Small and Medium-sized Enterprises face the challenge of cultivating digital talent during digital
transformation. Small and Medium-sized Enterprises can effectively meet this challenge by
cultivating the digital competence of internal employees, attracting external digital talents,
strengthening cooperation with universities and research institutes, and establishing a favourable
learning and innovation environment. Cultivating digital talents is one of the key factors for the
success of digital transformation in Small and Medium-sized Enterprises and an important strategy
to promote the flourishing of enterprises.
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